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Risk from a governance perspective

Introduction

All trustees will know (or ought to know) about their responsibilities to produce an annual set of accounts
which comply with the Statement of Recommended Practice (the SORP) for charities. For charities that are
required to have an audit, paragraph 45 requires that

‘A statement should be provided confirming that the major risks, to which the charity is exposed, as identified
by the trustees, have been reviewed and systems or procedures have been established to manage those risks.’

Often, the process of risk management is seen as more red tape for the time-poor charity team. However, risk
management is core to success, which is ultimately the responsibility of the board of trustees. | have compiled
this article based on my varied professional and personal experience of the charity sector, using the principles of
the Chartered Institute of Internal Auditors — UK and Ireland (l1A).

The objective of the article is to summarise key elements of the risk management process and clarify some of
the language for trustees. There are many definitions of risk management. The IlIA definition is

‘A process to identify, assess, manage and control potential events or situations to provide reasonable assurance
regarding the achievement of the charity’s objectives’.

The benefits of effective risk management include increased likelihood of achieving objectives as well as more
informed risk taking/decision making.

In more detail, a risk management process will involve:
Setting objectives and defining the environment of the charity

Identifying events posing risks to the achievement of objectives

Assessing the impact and likelihood of these risks

Determining appetite and responses / actions to these risks including controls
Monitoring and reporting of the effectiveness of the risk responses / actions
Taking corrective action and learning lessons
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Diagrammatically, this can be represented as follows:
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The complexity of the charity will determine the levels at which the exercise should be conducted - at entity or
business unit/divisional levels. Objectives may be set in terms of

Strategy - high level goals which are aligned with the vision and mission of the charity
Operations — use of resources i.e. people, finance, premises and other resources to achieve goals
Reporting - reliability and relevance are key

Compliance — with policies, laws and regulations
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Internal environment

This defines the ‘tone at the top’ and sets a cultural approach to how risk is addressed by the team including
philosophy and risk appetite i.e. how much risk the charity is prepared to accept in its activities. This is the
responsibility of the board

Setting objectives

The objectives of the charity should then be clearly articulated together with the activities for achieving
objectives which are SMART (i.e. Specific, Measurable, Achievable, Relevant (& realistic) and Time constrained).

Identifying risk to the achievement of objectives

Events which may affect the achievement of objectives have to be identified. These may be positive

opportunities which should be leveraged. Or they may be negative events which should be managed.

Approaches to this exercise should combine

1 atop down approach. Trustees should have a perspective on strategic issues; and

1 abottom up approach. Staff will have knowledge about operational issues at the ‘coal face’; and,
importantly,

1 areconciliation of the issues identified with actions required

Methods for doing this include use of checklists, benchmarking, vulnerability assessments and scenario
planning. Practical exercises to help management with this exercise may include questionnaires, brainstorming
sessions and workshops on control risk self-assessment (CRSA), for which good facilitation is crucial. It is
important to plan appropriate methodologies to gain buy in from all team members.
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Assessing the impact and likelihood of these risks

Risk assessment involves identification, analysis and evaluation to conclude on the
1 Probability — remote (1) to highly probable (5); and

1 Impact — insignificant (1) to extreme/catastrophic (5) of an event

These scores are multiplied to give a gross risk score which creates a basis for determining how risks can be
managed. This data should be recorded a gross risk matrix. Approaches vary — scores may be linear (as below)
or additional weighting may be given to impact scores. A risk matrix is developed for the charity to capture this
information and a Red / Amber /Green ‘RAG’ rating applied which will show a ‘heat map’ of risks, so red for
high, amber for medium and green for low.

Catastrophic 5 5 10
Major 4 4 8
] Moderate 3 3 6
E Minor 2 2 4 6 8 10
Insignificant 1 1 2 3 4 5
1 2 3 4 5
Remote Unlikely Possible Probable Highly

Probable
PROBABILITY

Determining appetite and responses/actions to these risks, including controls

Management should select responses to the risks which may be to
1 tolerate or accept the risk; or

1 treat or reduce the risk through policies and procedures; or
1 transfer the risk to another charity or use insurance; or
1 terminate an activity because of the risk

Controls are policies and procedures which are established and implemented to ensure that the risk responses
are carried out properly. Controls are the subject of a separate article. Briefly, there are 4 main types of control
which may be either
1 directive - to encourage desirable events to occur

preventive - to deter undesirable events from occurring

1
M detective —to detect undesirable events that have occurred
1

corrective - to correct un |



